TMIP Maintenance Procedures
	Frequency
	Description
	Section of Document

	Daily
	Perform SAMS backup
	1

	Weekly
	Perform TMIP backup
	2

	Weekly
	Check TMIP Framework for unsent messages
	3

	Monthly
	Export sent messages out of TMIP Framework (*)
	4

	Quarterly
	Perform password maintenance
	5

	As Needed
	Run STIG Correction tool
	6


(*)  The System is currently set to automatically export sent messages out of TMIP Framework however, you may need to perform these steps if your system has an issue.

PERFORM A SAMS BACKUP DAILY!

Section 1:  Perform SAMS backup

	Click Start(All Programs(SAMS( SAMS DB Utility
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	Enter SYS password 
Ensure Backup radio button is selected.
Click Browse for PathFile Location. 
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	Select Folder for Backup.  
*We recommend having a SAMS backup folder identified beforehand.*
Click OK.
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	Click OK.
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	Click “Yes”. 

Let Medical department know that SAMS will be unavailable during the backup.
	
[image: image5]

	Wait for backup to complete.  
*Do not click or close the black text window that appears*
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	Click “OK” 
The SAMS backup has finished.

*Note: Do not rename the backup files – it will not be possible to restore them if the name is changed.*
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Section 2: Perform TMIP backup
	Click 

Start(
All Programs(
TMIP( 
TMIP B2 Utilities(
BackupRestore 
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	Ensure the Backup radio button is checked.
Click “Next”.
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	Click “Next”
	

	Click “OK”
*Notify Medical that AHLTA and SAMS will be unavailable until the backup completes*
	
[image: image10]

	Select the check-box next to AHLTA-Theater and SAMS.  
Expeditionary Framework and My Documents are optional.

Click “Next”.
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	Modify the TMIP B2 Data Container folder to show the path to the correct TMIP backup location.
*We recommend having a \TMIP_BACKUP\ folder already set up as a location for backup files.*

Click “Next”
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	Enter “SYSTEM” for UserID
Enter current SYSTEM password for password.

Enter “LDB” for SID
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	Wait for backup to complete.  
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	Click “OK” 
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	Verify that “Oracle”, “AHLTA-Theater”, and “SAMS” are listed as successful.  
*Contact GDSC helpdesk if “Oracle” is not listed in backup results.*
Click “Next”
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	Click “Finish”
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	Close Notepad window.
TMIP Backup process is complete.
*Note: Do not rename the backup files – it will not be possible to restore them if the name is changed.*
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Section 3: Check Expeditionary Framework for unsent messages

	Open Expeditionary Framework by double-clicking “EFAdmin” icon on desktop.

*Note:  the person performing this step must be a member of the “EF_Admin” local security group on each computer.*

*It is recommended to check each TMIP computer’s EF regularly, not just the server.*
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	First, select “Monitor Log” and wait for at least 1 minute for error messages to appear.  

*If SAMS Channel errors appear, see Section 6 to update SAMS_CR password in Expeditionary Framework.  It may be necessary to also unlock the SAMS_CR account in Oracle.*

*If other errors are seen, please do not hesitate to contact the GDSC helpdesk for assistance*
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	Verify that Expeditionary Framework is “Started”.
The Start button (play symbol) should be grayed out and un-clickable.

The Stop button (square symbol) should be blue and clickable.
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	Select “EF Message Archive Manager” in left pane. 
Select the checkbox next to “View Local Bound Messages”

Click the “Refresh” button.

*It can take a few minutes for 
messages to display.*
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	Left-click on the icon in the“Status” tab.   

Filter results, selecting “NOT SENT”, “UNDELIVERABLE”, or “UNROUTABLE” if they are options.
*It is important to verify that the other tabs are not filtered or you may get incomplete results*
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	If some messages are not sent, select them by CTRL-clicking them.  

Then select “Resend all ‘NotSent messages” or “Resend to specific node” and select the upstream (MasterCMS) node.

* AppTag = NONE messages are administrative and are not important.*

* Contact GDSC helpdesk if messages are not sending successfully* 
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Section 4: Export sent messages out of Expeditionary Framework

	1. Launch the EF Admin icon

* We recommend performing this maintenance whenever the total amount of messages in the EF Message Archive Manager exceeds 5,000.*

*The person performing this action must have “Local Administrator” rights on the machine as well as belong to the “EF_Admin” local security group.  ADP assistance may be required.*
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	2. On the EF Admin Navigation window, click on the EF Message Archive Manager
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	3. Click the Refresh button.
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	4. Set the Status filter heading to “Sent” by left-clicking the symbol next to “Status”. 
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	5. Highlight all messages that have been “Sent”

Click the “Export” button.
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	6. Click “Yes” when prompted whether to delete files.
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	7. Select the location to save the exported messages.  Name the file {current date}_efexport

Click “Save”

*We recommend having a pre-determined location for EF_Exports which can be backed up regularly*
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	8. Verify that total number of messages that were successful and processed.
Click “OK”

*It can take several minutes to finish deleting the files, roughly equivalent to the time it takes to export the files.*
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	9. Click “OK”
When you refresh the Message Archive Manager, the exported messages will have been removed.
	
[image: image33]

	10.  Perform steps 4-9, but filtering “Status” = “Delivered”
	Result:  Messages with status “Delivered” are exported.

	11.  Perform steps 4-9, but filtering “AppTag” = “NONE” and removing any filters on “Status” tab.
	Result:  Messages with AppTag “NONE” are exported, even if they are not sent.

	At this point, the only messages left in Expeditionary Framework should be unsent messages with AppTag like “SAMS” , “AHLTA-T”, or “TC2”
	You have completed exporting messages from Expeditionary Framework.


Section 5: Perform password maintenance

	Select
Start >

All Programs > 

TMIP >

TMIP B2 Utilities >

Oracle Password Change Utility

*This procedure can be performed from any TMIP computer.*
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	Enter “SYSTEM” for the user name, the current SYSTEM password for password, and “LDB” for SID.
Click “OK”.
	
[image: image35]

	Determine a new password that meets complexity requirements.
You may want to type this new password into a notepad file and copy it to clipboard (CTRL-C).
	At least 8 characters long and have at least one letter, one number, and one special character.
* We recommend only using _ underbar, ! bang, and $ dollar for special characters.   @ at , & and, and % especially can cause system stability issues when used in passwords. *

	Select SYS at the top of the list and enter the new password.  Click “Save Password”
*We recommend setting all accounts from SYS to TMIPREPORTS to the same password.*

*Do not change SAMS user account passwords with this tool.  These accounts are normally listed below “TMIPREPORTS”.
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	You will be prompted to re-type in the password a second time.  Do so and click “OK”.
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	Proceed to change the passwords on the rest of the Oracle accounts.
	SYS
SYSTEM

GEMS

SCADB

SECADMIN

C2T_X

GEMSA

FDB

SAMS_CR

FRWKDB

AAAAAAAA

BOTEMP

BO

TMIPREPORTS

	Close the utility.  
	You must immediately perform the next steps to update the SAMS_CR and AHLTA passwords!

	Open Expeditionary Framework by double-clicking the EFAdmin icon on desktop.
This step must be performed on the TMIP Server (CMS)!

*The person performing this step must be a member of the “EF_Admin” local security group on the workstation.*
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	Select the Network module.
Right-click the “SAMS_APP” icon and select “Configure Application”
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	Click “Next”
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	Select “Send to another app” 

Click Change
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	Click “Next”
	Configure Application Channel wizard starts

	Click “Next”
	Channel Information displays.  Continue to next screen without making changes

	Click “Next”
	Destination Address displays.  Continue to next screen without making changes

	Click “Next”
	Bypass Routing Rules displays.  Continue to next screen without making changes.

	Click “Next”
	Addressing Rules displays.  Continue to next screen without making changes.

	Verify that “SAMS_CR” is listed for DB User.

Enter the new SAMS_CR password into the DB Password field.
*This is the same password that you just reset all Oracle accounts to.*

Click “Finish”
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	Click “Next”
	Shared Security displays.  Continue to next screen without making changes.

	Click “Next”
	Confirm Settings displays.  Continue to next screen without making changes.

	Click “Finish”
	The Configure Application Channel wizard closes.

	Click “Next”
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	Click “Finish”
	Configuration of Expeditionary Framework complete.

	Close Expeditionary Framework.
	You must immediately continue the procedure below on EACH TMIP computer!

	On each TMIP computer as well as the server…
Start AHLTA-Theater by double-clicking on the “AHLTA-Theater” icon on desktop.
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	Type credentials for an AHLTA-Theater user account.  

Alternatively use SYSADMIN with its current password.
Click “OK”
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	This challenge screen will appear.  

Enter the new “GEMS” password in the Application Password field.
Enter the new “SECADMIN” password in the SECADMIN Password field.

*These are the same passwords that you just reset all Oracle accounts to.*

Click “OK”
	
[image: image46]
*Note:  This challenge will appear the first time AHLTA is used on *EACH* TMIP-M workstation after changing the GEMS or SECADMIN passwords.  Please make sure to remind the medical users to not attempt to use AHLTA until this challenge has been completed with your assistance. *

	You will need to re-logon to AHLTA-Theater.
Type credentials for an AHLTA-Theater user account.  

Alternatively use SYSADMIN with its current password.

Click “OK”
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	AHLTA-Theater will open successfully.
	You have successfully finished required password resets!


Section 6:  Run STIG Correction tool

	Click

Start > 

All Programs >

TMIP > 

TMIP B2 Utilities >

STIG Correction

*This procedure will need to be run by a user with local administrator rights to the workstation*

*This procedure should be run on each TMIP workstation as needed to correct security issues*
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	Wait until STIG Correction completes.
	The black text window will flash and disappear.
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